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Outline 

1. Setup Process

2. CMLA Welcome Kit for Client Adopters 

3. File Name and Hash Value 

4. Signed Orders

5. Other relevant processes (e.g. fees handling, Exhibit-G handling)
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Setup Process

1: Send Signed Client Adopter Agreement

3: Send Invoice

4: Full-payment

2: Check point

6: Send CMLA Welcome-kit

7: Exhibit G

8: Send Client Adopter Transport keys

9: Check point

10: Notification

Client

Adopter
CMLA

5: Check point
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Setup Process - details

1. The Client Adopter sends 2 originals of the signed Client Adopter Agreement (CAA). The CAA includes the 
contact information for the main contact person nominated on page 2 of the CAA. The Client Adopter 
sends all the documents via a next day delivery service to the CMLA 

2. CMLA verifies that the documents have been properly signed. 

3. CMLA processes and sends a request for payment to the Client Adopter via email to the address defined in 
the CAA. 

4. The Client Adopter makes full-payment including all banking fees associated with wire-transfers. 

5. CMLA checks the receipt of the full payment and proceeds with further processing of the agreement by 
assigning the Agreement Serial Number.

6. CMLA send the CMLA Welcome-kit.

7. If Client Adopter has not sent the List of Contacts (Exhibit G of the CAA) as part of Step 1, Client Adopter 
sends the Exhibit G* via email, and one signed original via a next day delivery service to CMLA. 

8. The Client Adopter sends a DVD-R containing the public key part of the Client Adopter Transport key to 
CMLA via a next day delivery service. 

9. CMLA verifies that the SHA-1 and the file names of Client Adopter Transport Keys contained in the DVD-R 
matches the values enclosed in the Exhibit G.

10. CMLA sends a notification via email to the Client Adopter. 

(*) Exhibit G of the CAA (formerly known as Addendum list), lists all the name of the authorized employees that 
are entitled to issue an order to CMLA. CMLA will not process orders unless the order is signed by 
authorized employees listed in Exhibit G.
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CMLA Welcome Kit for Client Adopters 

•At the conclusion of the set-up process  the Client Adopter will receive the 
CMLA Welcome Kit including the following: 

•One hardcopy of the CAA countersigned by CMLA
•One DVD-R containing the CMLA Transport keys 
•One DVD-R containing the Development CMLA Transport keys 
•One hardcopy/digital of the SHA-1 value of the CMLA Transport keys 
•One hardcopy/digital of the SHA-1 value of the Dev. CMLA Transport 

keys 
•One DVD-R containing the CMLA Root CA Certificate
•One DVD-R containing the Development Root CA Certificate
•One digital copy of the CMLA Technical Specification with CMLA IP
•One digital copy of the Ordering Forms Template (both for the 

production and the development system)
•One digital copy of the Client Adopter Ordering Process 
•Other relevant information
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To be noticed

•In order to ensure that the following ordering process will proceed 
smoothly, a Client Adopter needs to: 

•Ensure that the information within the Exhibit C-1 are correct 
•Provide CMLA with the Exhibit G 
•Provide CMLA with a “US Agent” Contact Information
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File Name and Hash Value

File Name of the Client Adopter Transport keys 

• The file naming convention is “Client_Adopter_Transport_key_*_##.der”, 
where * is replaced with the Client Adopter name and ## is replaced with 
a two digit number. 

• There are no rules for choosing the Client Adopter’s name or the two digit 
number

Hash Value of the Client Adopter Transport key 

• SHA-1 hash calculated over the DER encoding of the public key as stored 
in the file.



CMLA

Signed Orders

•In order to prove sender’s authenticity, CMLA requires each CMLA order to 
be signed an authorized Employee listed in Exhibit G.  A CMLA order may 
be digitally signed (signed email) using a registered certificate for the 
digital signature. 
•The information in the order form will be compared to the information 

submitted in Exhibit G. An order form that does not match the 
information is Exhibit G will not be accepted for processing.  

•To expedite the order process, Client Adopter may fax/email the signed 
order to CMLA.  The original order must be sent via a next day delivery 
service to CMLA.
•If signed email is used, CMLA does not require to have the order to be 

sent via a next day delivery service.
•The digital certificate for signed email can be obtained from either 

VeriSign (Digital ID for Secure email) or GlobalSign (Personal 2)
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Other Relevant Processes

ÅExhibit G Handling Process 

ÅAnnual Fees Handling Process

ÅOrdering Form Template

ÅExhibit G and Exhibit C-1 Templates
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Exhibit G Handling Process

 1: Send Exhibit G update 

3: Send Invoice

2: Check point

Client 

Adopter
CMLA

4: Full-payment

5: Notification
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Exhibit G Handling Process - details

1. The Client Adopter sends the Exhibit G via email and the original must be 
sent via a next day delivery service to CMLA. 

2. CMLA checks the changes in the Exhibit G and validates that an 
authenticated person authorized the changes.

3. (Optionally) If the changes in the addendum require so, CMLA will issue an 
invoice to the Client Adopter. 

4. (Optionally) The Client Adopter ensures the fulfillment of the payment.

5. CMLA sends a notification back to the Client Adopter. 



CMLA

Fee Handling Process
(Annual invoice)

1: Send Invoice

Licensee
(e.g. Serv. Prov,

Client  Adopt)

CMLA

2: Full-payment

4: Notification

3: Check point
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Annual Fee Handling Process - details

1. CMLA sends the invoice to the Licensee via email and a copy via post to 
the Client Adopter

2. Upon receiving the invoice, the Client Adopter ensures the fulfillment of 
the full-payment.

3. CMLA verifies the fulfillment of the payment.

4. CMLA sends a notification back to the Client Adopter. 
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Ordering Form Template (production)

Same as in the 
Exhibit-G
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Ordering Form Template (development)

Same as in the 
Exhibit-G
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Exhibit-G Template
To be used in the 

ordering form



CMLA

Exhibit-C-1 Template 


