CMLA-Client Adopter

Processes:
Agreement Setup, and
Order Processing

Rev 1.1
November 2007

CMLA



Outline

Setup Process

CMLA Welcome Kit for Client Adopters

File Name and Hash Value

Signed Orders

Other relevant processes (e.g. fees handling, Exhibit-G handling)

CMLA



Client
Adopter

Setup Process

1: Send Signed Client Adopter Agreement

CMLA

3: Send Invoice

2: Check point

4: Full-payment

6: Send CMLA Welcome-kit

Fiaigl

5: Check point

7: Exhibit G

8: Send Client Adopter Transport keys

vy

10: Notification

9: Check point
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Setup Process - details

The Client Adopter sends 2 originals of the signed Client Adopter Agreement (CAA). The CAA includes the
contact information for the main contact person nominated on Cpage 2 of the CAA. The Client Adopter
sends all the documents via a next day delivery service to the CMLA

CMLA verifies that the documents have been properly signed.

ChMLCA A%rocesses and sends a request for payment to the Client Adopter via email to the address defined in
the .

The Client Adopter makes full-payment including all banking fees associated with wire-transfers.

CMLA checks the receipt of the full payment and proceeds with further processing of the agreement by
assigning the Agreement Serial Number.

CMLA send the CMLA Welcome-Kkit.

If Client Adopter has not sent the List of Contacts (Exhibit G of the CAA) as part of Step 1, Client Adopter
sends the Exhibit G* via email, and one signed original via a next day delivery service to CMLA.

The Client Adopter sends a DVD-R containing the public key part of the Client Adopter Transport key to
CMLA via a next day delivery service.

CMLA verifies that the SHA-1 and the file names of Client Adopter Transport Keys contained in the DVD-R
matches the values enclosed in the Exhibit G.

CMLA sends a notification via email to the Client Adopter.

(*) Exhibit G of the CAA (formerly known as Addendum list), lists all the name of the authorized employees that
are entitled to issue an order to CMLA. CMLA will not process orders unless the order is signed by

authorized employees listed in Exhibit G.
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CMLA Welcome Kit for Client Adopters

At the conclusion of the set-up process the Client Adopter will receive the
CMLA Welcome Kit including the following:

- One hardcopy of the CAA countersigned by CMLA

- One DVD-R containing the CMLA Transport keys

- One DVD-R containing the Development CMLA Transport keys

- One hardcopy/digital of the SHA-1 value of the CMLA Transport keys

- One hardcopy/digital of the SHA-1 value of the Dev. CMLA Transport
keys

- One DVD-R containing the CMLA Root CA Certificate

- One DVD-R containing the Development Root CA Certificate

- One digital copy of the CMLA Technical Specification with CMLA IP

- One digital copy of the Ordering Forms Template (both for the
production and the development system)

- One digital copy of the Client Adopter Ordering Process

- Other relevant information
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To be noticed

In order to ensure that the following ordering process will proceed
smoothly, a Client Adopter needs to:

Ensure that the information within the Exhibit C-1 are correct
Provide CMLA with the Exhibit G
Provide CMLA with a “US Agent” Conf
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File Name and Hash Value

File Name of the Client Adopter Transport keys

The file naming convention i1 s “Clier
where * is replaced with the Client Adopter name and ## is replaced with
a two digit number.

There are no rules for choosing the
number

Hash Value of the Client Adopter Transport key

SHA-1 hash calculated over the DER encoding of the public key as stored
in the file.
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Signhed Orders

|l n order to prove sender’s authentic
be signed an authorized Employee listed in Exhibit G. A CMLA order may
be digitally signed (signed email) using a registered certificate for the
digital signature.
The information in the order form will be compared to the information
submitted in Exhibit G. An order form that does not match the
information is Exhibit G will not be accepted for processing.

To expedite the order process, Client Adopter may fax/email the signed
order to CMLA. The original order must be sent via a next day delivery
service to CMLA.
If signed email is used, CMLA does not require to have the order to be
sent via a next day delivery service.
The digital certificate for signed email can be obtained from either
VeriSign (Digital ID for Secure email) or GlobalSign (Personal 2)
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Other Relevant Processes

AEXhibit G Handling Process
AAnnual Fees Handling Process
AOrdering Form Template

AExhibit G and Exhibit C-1 Templates
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Exhibit G Handling Process

Client
CMLA
Adopter
1: Send Exhibit G update
L.

2: Check point
€ ____ 3:Sendlnvoice _ _ _ _ _ _ _ ___________
___________________ 4 Fullpayment
< 5: Notification

CMLA




Exhibit G Handling Process - details

The Client Adopter sends the Exhibit G via email and the original must be
sent via a next day delivery service to CMLA.

CMLA checks the changes in the Exhibit G and validates that an
authenticated person authorized the changes.

(Optionally) If the changes in the addendum require so, CMLA will issue an
invoice to the Client Adopter.

(Optionally) The Client Adopter ensures the fulfillment of the payment.
CMLA sends a notification back to the Client Adopter.
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Fee Handling Process

(Annual invoice)

Licensee
(e.g. Serv. Prov, CM LA
Client Adopt)
< 1: Send Invoice
2: Full-payment >
3: Check point
< 4: Notification
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Annual Fee Handling Process - details

CMLA sends the invoice to the Licensee via email and a copy via post to
the Client Adopter

Upon receiving the invoice, the Client Adopter ensures the fulfillment of
the full-payment.

CMLA verifies the fulfillment of the payment.
CMLA sends a notification back to the Client Adopter.
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Ordering Form Template (roduction)

FINT Form

CMILA, LLC Device Credentials Ordering Form .. D€

- Client Adopter (order sender):

- License Agreement Serial Number: _
B Effective Date (mm-dd-yyyy)

- Authorized Delivery Address:

Phone: (for shipping label)

= Order Here:
Device Credentials
Quantity (Min 1000, Max of 1 Million, increments of 1000):

2= | Optional Subject Name attributes (to be included in issued certificates)
Country Code (2 characters, in accordance with 150 3166, optional)
Organizational Unit (max. 64 characters, optional)

du

Common MName {max. [Z characters, opti

E Authorized Signature:

E Name (please print): 2
2 _aPheme== = = ™ S T T = e - /J Same as in the
6 20 byte SHA-1 hash of the Client Adopter Transport Key - printed in hex’!ecimal form:

~ " . Exhibit-G

__ __
e I

<&~ Optional Tracking Information: Licensee PO# Othar

<&~ Invoice Billing Address (if different from Authorized Delivery Address)

*ALL ORDERS ARE SUBJECT TO COMPLIANCE WITH THE TERMS OF CMLA CLIENT
ADOPTER AGREEMENT.

* Please allow ten (10) business days for the processing of orders after an acceptable order form is received
by CMLA and applicable payment is made. Actual turn around time for order fulfillment may vary depending
on the volume of devices being ordered, the number of pending orders, and shipping time.
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Ol‘dering Form Template (development)

)
CMLA, LLC Device Credentials Ordering Form ... 5‘3‘3)
v
T Client Adopter (order sender):
E License Agreement Serial Number: _
=

Effective Date (mm-dd-yyyy)

]

Authorized Delivery Address:

Phone: (for shipping label)

= Select the appropriate development order:

Device Credentials: (selectone)
T~ 2,000 device credentials {includes 1000 revoked certificates)
T 1 1,000 device credentials (includes 1000 revoked cerificates)
™ 51,000 device credentials (includes 1000 revoked certificates)

“® | On-line Access (validfor 1year): [ (check, if desired)

Optional Subject Name attributes (1o be included in issued certificates)
Country Code (2 characters, il rdance with 150 3166, optional)
Organizational Unit (max. 64 characters, optional)

lerEprepes) eauieg)
BETEID) LWEMD 1B

Commaon MName (max. 54 characters, optional)

Same as in the
Authorized Signature: EXh | blt'G

&
B Name (please print):
B PROQE: oo wom wom = SSEMML e o o,

:( 20 byte SHA-1 hash of the Client Adopter Transport Key - prlnted'l’('l'hsxademmal form:

—~—y -
il _— e o o o = -
c&— Optional Tracking Informatioen: Licenses PO# Other

<& Invoice Billing Address (if different from Authorized Delivery Address)

" ALL ORDERS ARE SUBJECT TO COMPLIANCE WITH THE TERMS OF CMLA CLIENT ADOPTER AGREEMENT.

* Please allow ten (10) business days for the processing of orders after an acceptable order form is received by CMLA and applicable payment is
made. Actual turn around time for order fulfillment may vary depending on the valume of devices being ordered, the number of pending orders, and
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Exhibit-G Template

EXHIEIT G
TO CMLA CLIENT ADOPTER A GREEMENT
Client Adopter/Participating Affiliates Contact
(pleaze duplicate Exhibit G as required)

THIS DOCUMENT MUST BE SIGNED BY CORPORATE OFFICER(S)(OR EQUIVALENT)
WITH AUTHORITY TO BIND CLIENT ADOPTER AND/OR PARTICIPATING
AFFILIATE(S) AND WITH SUFFICIENT AUTHORITY TO NOMINATE CLIENT ADOPTER
AND/OR PARTICIPATING AFFILIATE (5) CONTACTS.

Client Adopter Contart Alternate Chent Adopter
Contact

Cornpany Nare:

Participating & ffiliate

Phone nurber:

hlobile Phone nmber:

& ddress Linel

it ddress line 2

Toam/C ity

Fost Code: [}

ountry

Please list all the locations autherized by the above Client Adopier Contact and Alternate Client
Adopier Contact pexsons:

List of Shipping Address:
Shipping Address 1:

Cornpaty Nare:

Participating £ ffiliate (ses/no):

b ddress Line] (Street address)
&ddress Line 2 {uarat, budding, floor)
Tonam § City:

oty

Fost Code:
ountry .

Ehome mdher: To be u_sed in the
site fax ordering form

Tirme Zone:

( rmrls?un-;eyae 11;%~ \/

SHA-1: =’

- e am =-—

shipping Address 2:

The undersigned certifies and agrees that hefshe has sufficient anthority to designate the abose-nared
“ontart and Alternate Contact Persons to order CILA Highly Confidential Irdorraation on behalf of
Client &dopter andior its Participating & ffiliate(s)

Sighature:

Harme:

Title:

Date:
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Exhibit-C-1 Template

EXHIEBIT C-1
FOR CLIENT ADOPTER AGREEMENT

FRE-POPULATED FIELDS OF THE SUBJECTNAME STRUCTURE OF THE DEVICE
CERTIFICATE

THIS EXHIBIT MUST BE COMPLETED FOR CLIENT ADOPTER AND IT’S
PARTICIPATING AFFILIATE(S) AND SUBMITTED WITH CLIENT
ADOPTER AGREEMENT &

PRIOR TO PLACING AN ORDER
FATLURE TO DO SO WILL RESULT IN A DELAY OF THE ORDER.

The following are the walues of the Subjecifame attribute fields that the will be included in all of the
Device Certificates:

Subject Name attribute

Field Value (to be filled-in) Description /
Example
organizationiName The compary legal

name as it appears in
the agreement.

B4-chatacters
ML

Ciptional fields can he specified in the ardering form.
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